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1 Introduction
This report in incorporates recommendations for technology aspects of Remote Monitoring and TeleOperation, based on the work undertaken as part of the SAVOR Project.
This findings in this recommendations document are made publicly available with the intent to inform
stakeholders of any insights gained from the project.
The document has two key sections:
•

The first, Communication in terms of the below points:
✓ Network Connectivity.
✓ Network latency.
✓ High Quality Video

•

The second, Cybersecurity, covering the design modelling of RMTO architecture and a threat
analysis of the RMTO systems such as observations and considerations made based on the
threat analysis, testing and input on trial activities completed by Conigital.
✓ Further Cybersecurity Observations.
✓ Listed relevant standards and guidelines.
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2 Recommendations
2.1 Communication
The use of communications networks should stay well within operational limits, to avoid black spots in
the communications networks and drops in connectivity.
The operational latency of the RMTO is to take into consideration the round trip to cover all phases of
its operation from RMTO to vehicle and back.
Compress and un-compressed of the transmitted data such as High video if necessary). When in RMTO
mode with a typical glass-to-glass operational range of 50 milliseconds as any range above 100
milliseconds make the RMTO in practicable.

3.1.1 Network Connectivity
RMTO of AVs depend on wireless/cellular networks to be able to transmit data to and from the control
centre. This network connectivity that the RMTO of AV depends on is inherently dynamic for a variety
of reasons such as:
•

Network design of the transmission technology and density and location of the antennas shall
be considered.

•

Consideration that during motion, the connectivity of the network is delegated over to one
base-station to another base station, a delegation that occasionally implicates as connectivity
levels drops, as a result a vehicle in motion experience regular connections handovers as it
passes in and exits areas of connection reception of diverse base stations.

•

Bandwidth capacity shall be considered, a factor that effect the availability of networks due to
the distance from the antenna tower of the control centre of the RMTO and the number of
connections located in a specific compartment (Coventry Town Centre) at any given time, and
overall bottleneck in the backhaul.

•

Discussion and alignment with Network operators to ensure that any adjustment and tweaks
changes to the network parameter during the trial or in an ongoing basis resulting to changes
occurring in the trial specific compartment (Coventry Town Centre) are well known in advance
so as to ensure no interference to good stable connectivity.

3.1.2 Network Latency
•

Continuous low latency and high-quality connectivity is a mission-critical element of the RMTO
in other to enable the autonomous vehicle operation and deployments.

•

The use of multiple network connectivity shall be implemented as the limitation of on a single
network (lapses and lags) providing the connectivity required for RMTO enablement of the
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autonomous vehicle deployments- (not even a single 5G network can provide the required
connectivity to AV) is required.

3.1.3 High Quality Video
Real-time high-quality video is one of the most critical elements in support of safe RMTO. A highquality video is encoded to convert raw footage quickly and automatically into a consumable format
that can be easily transmitted over LTE/4G/5G networks, which is then decoded on the remote
operator’s driving terminal, enabling for an operation as if they were in the vehicle.
•

Optimisation specific to the RMTO for low latency scenarios shall be carried out or implemented
as the deployment of this video encoding technology on a LTE/4G/5G networks are usually
designed with the purposed of consumer video consumption for the masses in mind and as a
result it lacks optimisation for teleoperation low latency scenarios and therefore require specific
adaptation of an encoding bitrate of 4-10 (or as specified) megabit per second is usually
required to enable transmission of high-quality video with H.265 encoding (or as specified).

•

Importance shall be given to the Upload speed is this is crucial to RMTO relying video data from
the control centre to what’s going on in the field operation of the AV.

•

Consideration shall be given to the use of video compression that achieves a compression ratio of 720:1.
( or as specified) and in terms of bandwidth for the trial, the need for communications for two vehicles,
one being for Remote Monitoring and one for Remote Operation and a separate infrastructure camera.

2.2 Cybersecurity
RMTO systems should be designed using defence-in-depth principle. They should ensure:
•

Cybersecurity modelling and designing of the RMTO architecture with aim of early identification
of Assets and Element to be protected even before implementation of the RMTO system.

•

Threat Analysis shall be carried out in line with relevant standards and the most rated threat
should be tested and validated against the overall system.

•

Physical Security of all elements. The RMTO should be kept in a locked room and all RMTO
vehicles should be protected. Physical tampering of elements of the RMTO is a possibility, and
so the access to the RMTO should be limited to only the users and maintainers of the RMTO
system. The RMTO vehicles to avoid tampering with hardware which would all the vehicles to
be controlled by an alternative RMTO. System items should have secure hardware solutions,
for example tamper-proof casing.

•

Redundant secure storage for all data. All operational data should be always kept secure to
prevent repudiation attacks. Like a “Black box” capability. This will enable investigators to clearly
establish liability, which will be important in the event of a crash or security breach.
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•

Communications should be maintained within operational limits. DDoS mitigation is critical.
Continuous low latency and high-quality connectivity is a mission-critical element of the RMTO
to enable the autonomous vehicle deployments.

•

All possible steps should be taken to mitigate against DoS attacks. This would mean providing
secure message passing between senders and receivers.

•

Manufacturers should keep the Cybersecurity Case up to date in order to make updates to
Cybersecurity Assessment Report straightforward. This requires continuous monitoring of
cyber space and relevant vulnerabilities and updating Cybersecurity Case to reflect newly
discovered vulnerabilities.

•

Keep the supply chain secure. The CIAD should have clear identification of the end of any
provided support. Cybersecurity responsibilities should be clearly identified, and incident
response plans should be in place. These should include owning and operating organisations
plan for how to respond to potential compromise of safety critical assets, non-safety critical
assets, and system malfunctions, and how to return affected systems to a safe and secure state.

Further Cybersecurity Observations
•

Retain a record of the threats to the system, and of the security measures employed against
these threats. It is also worthwhile to measure the effectiveness of the security measures
employed in order to estimate the residual risk to the system.

•

The effectiveness of a security measure can be measured in different ways, including as a
percentage or derived from the chosen risk matrix as a reduction in “risk level” level given from
the risk matrix. The risk matrix measures the risk level as the combination of the impact and the
likelihood of a threat as a numeric value between 1 (Low) and 5 (High).

•

More than one security measure can be employed on a single threat. In the case of more than
one measure, the aggregated effect of the measures should be evaluated.

3.2.2 Listed Relevant Standards and Guidelines
The following is a list of relevant standards and guidelines for future guidance and reference:
•

ISO21434 Road vehicles – Cybersecurity engineering

•

UN Regulation No. 155 – Cyber security and cyber security management system

•

UN Regulation No. 156 – Software update and software update management system

•

ISO27002 Code of practice for information security controls

•

ISO26262 Road vehicle – Functional Safety

•

ISO19790 Security requirements for cryptographic modules
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•

PAS1885:2018 The fundamental principles of automotive cyber security

•

PAS1881:2020 Assuring the safety of automated vehicle trials and testing – Specification

•

PAS11281:2018 Connected automotive ecosystems. Impact of security on safety. Code of
practice

•

NIST – National Institute of Standards and Technology

•

OWASP – Open Web Application Security Project

•

MISRA-C

•

SEI CERT C Coding Standard

•

SAFECode

3 Conclusion
Remote Monitoring and Teleoperation (RMTO) Systems pose a classical performance and cyberphysical security challenge in terms of distributed systems. This is given the complex control-flow and
communication-flow arrangements between the vehicle, the teleoperation station and the
communication system enabling the link between the two. Additionally, physical risks also need to be
accounted for potential risks both to the vehicle and teleoperation.
While emerging standards (see Section 3.2.2) address individual aspects of such distributed systems –
from design to implementation, to organisation hygiene to in-life threat monitoring – the challenge still
merits resilience strategies at a “system” level to ensure acceptable levels of security, safety, reliability,
and performance ensues whether is in normal operation or under any deliberate manipulation. Such
strategies may have to resolve trade-offs between high communication performance and safe
degradation in case of disruptions, where safety controls would always have to be prioritised over
security requirements.
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